CYBERSECURITY AWARENESS AND TRAINING STANDARD

Responsible Executive/University System Officer: Chief Information Security Officer
Responsible Office: Cybersecurity & Networking

Approved Distribution: PUBLIC

Status: IN REVIEW

1 PURPOSE

Our people are the best resource we have for safeguarding the privacy of our constituents and the
confidentiality, integrity, and availability of the information we hold on their behalf. To leverage this
powerful resource, we must work together as a Unive
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4  STANDARD

CYBERSECURITY AWARENESS AND TRAINING PROGRAM

In support of our core mission of education, the Chief Information Security Officer (CISO) shall ensure all
employees are aware of their cybersecurity responsibilities and have the necessary knowledge and
training to fulfill them by implementing a Cybersecurity Awareness and Training Program. The program
shall be inclusive of all awareness and training components defined in this Standard.

CYBERSECURITY AWARENESS
Under the oversight of the CISO, Cybersecurity Governance, Risk, & Compliance (GRC) shall develop,
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0 Cybersecurity GRC is responsible for developing, implementing, maintaining, and
monitoring compliance with any advanced cybersecurity requirements
I Cybersecurity Incident Response Training
0 Cybersecurity GRC provides training on the Incident Response Plan and any related,
role-specific procedures
0 Role-based annual training is required for the following:
= Al members of the Cybersecurity Ops & IAM (Cyber Ops) team
= Non-Cyber Ops members of the standing IRT (including back-up designees)
= [nstitutional Subject Matter Experts
= First level support team members (specifically on Cybersecurity Incident
Reporting Procedures)

STUDENT CYBERSECURITY TRAINING

All incoming freshman and transfer students are required to complete basic cybersecurity training as
part of orientation.

The Student Cybersecurity Training Program shall be developed, implemented, managed, and
maintained by Cybersecurity GRC.

Additionally, all enrolled students at USNH component institutions participate in the USNH Phishing
Awareness Program outlined below.

USNH PHISHING AWARENESS PROGRAM

All USNH employees, students, sponsored users, and emeritus shall participate in the USNH Phishing
Awareness Program.
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CYBERSECURITY TRAINING RECORDKEEPING

In cooperation with other authorities responsible for administering elements of this program, USNH
Cybersecurity GRC
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I Provide a current list of employees in those roles, annually, to facilitate completion of training
requirements
Chief Information Security Officer (CI1SO):

f Oversee and set direction for Cybersecurity
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Computer-Based Training
Confidentiality

Cybersecurity

Exception

Gramm Leach Bliley Act (GLBA)
Health Insurance Portability and Accountability Act (HIPAA)
Information

Information Security

Information Technology Resource
Institutional Information

Integrity

Out of Band

PCI-DSS

Phishing

Policy

= A _—_a _—_a _a _a _a_a_a_a_=a_=a_=0_=2_2

Cybersecurity Awareness and Training Standard Page 7 of 8
Effective Date: 01 MAY 2021
Last Revised Date: 21 JAN 2021


https://td.unh.edu/TDClient/60/Portal/Requests/ServiceDet.aspx?ID=499
https://td.unh.edu/TDClient/Requests/TicketRequests/NewForm?ID=ne440qM8v2g_




