Enterprise Technology & Services
Confidentiality and Cybersecurity Agreement

University System of New Hampshire (USNH) Enterprise Technology & Services (ET&S) places significant
value on our ability to establish and maintain a trusted relationship with the USNH community. In order to
maintain that trust, it is essential that all ET&S employees, sponsored users, and student workers
understand their responsibilities in relation to maintaining the confidentiality, integrity, and availability of
University System of New Hampshire (USNH) information and information technology resources and
protecting the privacy of each individual community member.

The purpose of this agreement is to codify the responsibilities of all ET&S employees, sponsored users, and
student workers for maintaining the confidentiality, integrity, availability, and privacy of institutional
information and information technology resources. The following agreement is between you and USNH, on
behalf of its component institutions.

As an employee, sponsored user, or student worker of USNH or one of its component institutions and
related to my job responsibilities or assigned tasks within ET&S, | may have access to or come in contact
with institutional information that is not classified as Public information (e.g., personally identifiable
information, medical and research data, password protected information, security parameters and
configurations, system logs and network traffic data). My use of this information is subject to USNH and
component institution policies and standards, as well as special handling requirements dictated by local,
state, and federal laws and regulations, industry group mandates, or grant terms.

Your signature below indicates that you understand all portions of this agreement and agree to the
following:

1. 1 accept responsibility for appropriate handling and management of institutional information
whether | come into contact with such information through my authorized access or in error.

a. |will only access institutional information and information technology resources for
legitimate business purposes as permitted by USNH and its component institutions, as is
appropriate for my role, and for the purposes intended when that access was granted.

b. I'will not allow anyone else to use my access or allow others to access the institutional
information or information technology resources | have been granted access to, unless | am
explicitly authorized to provide000®TJ2 retvB HTJ
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e. lwill not leave institutional information in view of others who are not authorized to access
or view that information.

f. I'will not misuse my knowledge about USNH, its institutional information, and/or its
information technology resources or environment to facilitate damage of or inappropriate
access to USNH information and information technology resources, while | am a member of
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Violations of this agreement may result in disciplinary action, up to and including termination of
employment, suspension and loss of privileges, termination of authorization to work with institutional
information, as well as possible legal sanctions.

| (please print name) have read and understand this
agreement and will abide by it for the duration of my affiliation with USNH Enterprise Technology & Services
(ET&S).

Signature Date
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