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1 PURPOSE

This Standard outlines requirements for secure use of vendor cloud-hosted and software-as-a-service
(SaaS) applications (vendor cloud services) in support of University System of New Hampshire (USNH)
administrative, academic, and business unit needs.

Vendor cloud services are information technology resources provided by external parties that enable
USNH and its component institutions to gain additional capabilities.

To gain the benefits of leveraging vendor cloud services, USNH needs to effectively manage the
accompanying impact to cybersecurity risk. The requirements defined in this Standard seek to
accomplish that task by establishing consistent processes and procedures for vetting and managing
vendor cloud services used to capture, store, process, transmit, or otherwise manage institutional
information for USNH or any of its component institutions.

Use of a vendor cloud service to capture, store, process, transmit, or otherwise manage institutional
information does not absolve USNH from its responsibility for ensuring that information is properly and
securely handled, stored, and managed.
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VETTING

In order to effectively manage
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information shall be authorized by Cybersecurity GRC
e Use of existing approved vendor cloud services for PUBLIC institutional information is allowed
and does not require Cybersecurity GRC approval
e Each new use of a previously approved vendor cloud service requires Data Steward approval via
the Data Access Request process outlined below
e Administrative, academic, or business unit shall:
0 Ensure that use of vendor cloud services does not violate any
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Non-compliant technology and/or activities may be mitigated as deemed necessary by the CISO and/or
Clo.
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1 SENSITIVE Information
il
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https://td.unh.edu/TDClient/60/Portal/Requests/ServiceDet.aspx?ID=499
https://td.unh.edu/TDClient/Requests/TicketRequests/NewForm?ID=ne440qM8v2g_




