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14.5.2.8 providing appropriate privacy and information security training to [company
name]’'s employees

14.6 Payment Card Standards

14.6.1 To the extent [company name] collects or has access to any information involving

14.6.2

14.6.3

14.6.4

payment card data under the contract, [company name] shall adhere to all applicable
payment card industry requirements, including, the current Payment Card Industry
Data Security Standard (PCI DSS).

[company name] is solely responsible for the protection and security of any
cardholder data that [company name] possesses, stores, processes, or transmits on
behalf of USNH.

[company name] is also responsible for its actions or inactions concerning payment
card security to the extent that they could impact the security of the customer’s
cardholder data environment.

[company name] must provide proof of compliance in the form of a processor
provided certificate with the current PCI DSS on an annual basis. Acceptable proof will
be an Attestation of Compliance, appropriate to the [company name]’s PCI DSS
compliance level, properly completed, and less than twelve months old. For example,
a Level 1 company would be required to deliver the Attestation of Compliance from a
QSA-led Onsite Assessment (also known as a PCI Report on Compliance, ROC).
Companies eligible to self-assess should provide an AOC signed by an authorized
executive of the company. This AOC would ideally be supported by a Qualified
Security Assessor (QSA as defined in the PCI DSS) signature, but it is not required.

14.7 Security Incident Response Protocols

14.7.1

Immediately upon execution of the contract, [company name] shall provide to the
USNH and the campus Information Technology contacts the name and contact
information of [company name]’s employee who shall serve as USNH’s primary
security contact and shall be available to assist USNH
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