Enterprise Technology & Services
Confidentiality and Cybersecurity Agreement

The purpose of this agreement is to codify the responsibilities of all ET&S employees, sponsored users, and
student workers for maintaining the
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g. lam responsible for ensuring | understand how information is classified at USNH and for
knowing the classification of all institutional information | use, manage, or interact with as
part of my role.

h. I'am responsible for understanding and following handling requirements for any
institutional information | use, manage, or interact with as part of my role.

2. lwill maintain the confidentiality of this information and the privacy of individual community
members consistent with USNH, Institution (GSC, KSC, PSU, UNH) and ET&S policies.

a. | will only share institutional information with individuals who are authorized to access or
view that information.

b. If Iam uncertain about the appropriateness of who this information may be shared with, |
will discuss any questions | have with my supervisor or the Cybersecurity & Networking
team.

c. lunderstand that even the most innocuous file can contain information that must be kept
confidential.

3. lwill report all potential or confirmed Cybersecurity Incidents, as defined in the USNH ET&S glossary
of terms, using the USNH Cybersecurity Incident Reporting procedure, both of which are available
on the USNH Enterprise Cybersecurity website.

a. | am responsible for understanding how to identify a Cybersecurity Incident and for
reporting any condition that has the potential for institutional information or information
technology resources to be accessed, modified, compromised, or destroyed inappropriately
and/or by unauthorized persons or processes.

b. I'am responsible for understanding the USNH Cybersecurity Incident procedures appropriate
to my role and my responsibilities during a Cybersecurity Incident.

In all instances as described above, | acknowledge my personal obligation to prote&ribed above, | acknowledge mydures appe
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/it/departments/cybersecurity
/it/about/cybersecurity/cybersecurity-incident-reporting

| (please print name) have read and understand this
agreement and will abide by it for the duration of my affiliation with Enterprise Technology & Services
(ET&S).

Signature Date
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